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Letters to State: Personal Email and Response to April Letter 

Paul Wester <paul.wester@nara.gov> Thu, Jul 2, 2015 at 2:21 PM 
To: "Brewer, Laurence" <laurence.brewer@nara.gov>, Margaret Hawkins <margaret.hawkins@nara.gov>, "Ciavelli, 
Lisa" <lisa.clavelli@nara.gov>, Julie Reaves <julie.reaves@nara.gov>, Donald Rosen <donald.rosen@nara.gov>, 
Lisa Haralampus <lisa.haralampus@nara.gov>, Gary Rauchfuss <gary.rauchfuss@nara.gov>, Arian Ravanbakhsh 
<Arian.Ravanbakhsh@nara.gov>, Jean Cooke <jean.cooke@nara.gov> 

FYI 

Jean -we can talk about the file copies arid sending out the originals to State early next week. 

Everyone else, please let me know if you have any questions or concerns. 

Have a great afternoon. 

Paul 

Paul M. Wester, Jr. 

Chief Records Officer for the U.S. Government 

National Archives and Records Administration 

301-837-3120 


--- Forwarded message -- ­
From: Paul Wester <paul.wester@nara.gov> 

Date: Thu, Jul 2, 2015 at 2:16PM 

Subject: Letters to State: Personal Email and Response to April Letter 

To: "GrafeldMP@state.gov" <grafeldmp@state.gov> 
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Margaret P, Grafeld 

Deputy.Ass;istant Se~etary for Global Information Servkes 
Bureau ofAdrnlni~tra'f:ion 

US. Depa:rtnien:t ofState 

SA-2, Sll;it<; 8000 

515 2~nd Street, NW 
Washington, DC 20522-0208 

Dear Ms. Grafeld: 

As follow up t(} my letterofMay 6, 2015,! am providing further detail fJn therestilts ofthe National 
Archives and Records Administratiorf's (NARA) review of the email correspondence offormer 

Secretary <:If State Hillary Clinton that theJ)epartrnent identified as personal materials. not meeting 

the statutory dejini.tion ofa Federal teto:rd. These emails were transferred to the Department in harti 
copy and are linkedto the 'HRod17' anil 'ndr22' accounts used by the former Secretary. 

To,ensurethat the Depa.rtrnent correctly applied Federal sllrtl!tes, regulations, and gnidelines in 
determining which ernails are personal, I, along with another senior NARA staffmember, reviewed a 

set ofem ails sento:r received by former Secretary Clinton that the Depa:rtnient said had totaled 1 ,246c 

Upon comJ:il:lOtingourreview onApril28, 2015, NARA was able to determine, with the Department's 
cnnt:nrrence, tha~ tM¢ are 1,261 ernails correctly identified as personal materials btolongiug to the 

former Secretary. The revised figure accounts for the following adjustments to the collectionef 

personal e:mails and to the Department-provided inventory that serves as tlte finding aid to these 
rerords: 

(1) NARA identified 1 Tpersonal emails not indexed on the inventory, 

(2) The Depa.rtrnent dettrunned that tl!e header row on the inventory was inadvertently counted 
as anitemin the 1,246figme. 

(3) NARA identified one email that met the statut<Jry definition ofa Federal teconi. The subject 

relateilto kt+dos the former Secretary passed along for Department staff. While the cOntent of 

IN!STRATI0.\1 
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the me$sag;; was transitory in.na:ture, itcould Mt be.. consideted pel"S'onal, ~ was returned to 
the larger c;ollection ofFederal email :r!)cords. 

1hope this clarifies our undetstanding of the volume ofper:?onai .ernails oftbe fortllilr Sec;retaty 
currently in the Departtnent'&possJ::ssion. We were happy to assist you in this review and !oak 
forward to working with you on the many related issues to come. 

Sincerely, 

~.it'~·~~/ 
PAUL M. WESTER, JR. 
Chi.,fRecords Officer 
for the U.S. Government 

cc: 	 AroJ)aS:Sador PatriCk F. J.<;¢nnedy 
Under S¢cretary for Management 

Senior Agency Official fot.Records Management 
U.S.. Depar1100nt ofState 

Wl!ShiEJgtQn, DC 10520 
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JUL 0 2 
Margaret P. Grafeld 
Deputy Assistant Secretary for Global Information Services 
Bureau of Administration 
U.S. Department of State 
SA-2, Suite 8000 

515 22nd Street, N W 
Washington, DC 20522-0208 

Dear Ms. Grafeld: 

I am in receipt of your letter of April 2, 2015, responding to the National Archives and Records 
AdministJ;ation's (NARA) formal request of March 3, 2015, that you provide us vvith the report 
required in 36 CFR 1230.14 concerning the potential alienation of Federal email records created 
and received by former Secretary of State Hillary R. Clinton. 

I appreciate the details you have provided to date; however, recognizing that the situation 
continues to be t1uid, there are currently two major questions or concerns that the Department 
needs to address. 

First, in your response you described and forwarded key policy directives issued by the 
Department in 2014, on records management in general, including specific guidance related to 
the management of email and other e.lectronic records of senior agency officials. Related to these 
policies, I am requesting additional information on how the Department implemented these 
directives "'ifh senior officials. More specifically, we would like to understand the specific 
training, procedures, and other controls the Department employed to ensure the key directives 
were implemented. This will allow NARA to evaluate whether there are appropriate safeguards 
in place to prevent the alienation of records from occurring in the future. 

Second, as we have discussed, I would like to reiterate our request that the Department contact 
the representatives offormer Secretary Clinton to secure the native electronic versions with 

associated metadata offhe approximately 55,000 hard copy pages of emails provided to the 
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Department. If the Department is unable to obtain the electronic versions of these messages fi:om 

Secretary Clinton, I am requesting that the Department inquire with the internet service or email 

provider of former Secretary Clinton, and also offormer Secretary Powell, with regard to 

whether it is still possible to retrieve the email records that may 'till be present on their servers. 

As stated in the OMB/NARAM-12-18 Managing Government Records Directive. Federal 

agencies are required by the end of2016 to maintain all electronic records. including email, in 

their native electronic format to facilitate active l)Se and future access. 

I am aware that there are multiple ongoing inquiries into the details of this case, including by 

Congressional oversight committees and the Department's Inspector General, which may already 
be addressing the requests that l have made. I would therefore appreciate continuing updates on 

the current status of these activities to the extent possible, particularly where the investigations 
may reveal that the collection Secretary Clinton provided to the Department is incomplete. I also 

look forward to receiving copies of the final reports of all such investigations, as well as the 

Department's plans for corrective action. This documentation will assist us in understanding this 

situation and the Department plans to ensure a comparable situation will not happen in the future. 

In closing, I would like to convey my appreciation for the Department's efforts in following up 

with the representatives of the former Secretary on the many concerns that have surfaced in the 

past several months. We share many of the Department's concerns and stand ready to provide 

advice when needed on the records management issues that arise. 

I look forward to receiving your response and appreciate your continued attention to this matter. 

Sincerely, 

~~~~ 
PAUL M. WESTER, JR. 

ChiefRecords Officer 
for the U.S. Government 

cc: 	 Ambassador Patrick F. Kennedy 
Under Secretary for Management 
Senior Agency Official for Records Management 
U.S. Department of State 

Washington, DC 20520 
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