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5 Paul Wester <paul.wester@nara.gov>

Letters to State: Personal Ema|I and Response to Aprll Letter

Paul Wester <paul.wester@nara.gov=> Thu Jul 2, 2015 at 221 PM
To: "Brewer, Laurence” <laurence.brewer@nara.gov>, Margaret Hawkins <margaret.hawkins@nara.gov>, "Clavelli,
Lisa" <lisa.claveli@nara.gov>, Julie Reaves <julie.reaves@nara.gov>, Donald Rosen <donald.rosen@nara.gov>,
Lisa Haralampus <lisa.haralampus@nara.gov>, Gary Rauchfuss <gary.rauchfuss@nara.gov>, Arian Ravanbakhsh
<Arian.Ravanbakhsh@nara.gov>, Jean Cooke <jean.cooke@nara.gov>

FYl

Jean - we can talk about the file copies and sending out the origin'als to State early next week.
Everyone eise, please let me know if you have any questions or concemns.

Have a great afternoon.

Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Govermment

MNational Archives and Records Administration
301-837-3120

Forwarded message
From: Paul Wester <paul.wester@nara.gov>

Bate: Thu, Jul 2, 2015 at 2:16 PM '
Subject: Letters to State: Personal Email and Response to Apnl Letter
To: "GrafeldMP @state.gov" <grafeldmp@siate.gov>

. {Quoted text hidden]
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Margaret P. Grafeld

Deputy Assistant Seeretary for Global Information Services
Bureau of Administration

U.8. Deparimieiit of State

SA-2, Suite 3000

515 22nd Street, NW

Washingten, DC 20522-0208

Dear Ms. Grafeld:
As followr up to my letter of May 6, 2015, 1 am providing further detail on the results of the National

Archives and Records Adminisirition’s {NA A review of the eniail-correspondence of former
Secretary of State Fillary Clinfon, that ) nt identified as personal materials not meeting

the statutory deﬁmtion of a.Fﬁderai reeord These. smalls wWete tranafﬂrred 1o the Depar%mem‘ in hard

‘p@f&@n&_};-ﬁm&ﬂs am:i to the ﬁcpaﬂmenf—prewéed rnvcntory that SETVES a&the .ﬁndmg aid to ‘é;he*se,
vesurds:

(l-) N‘ARA :ident:iﬁed 1'7 personal emails not indexed onthe inventory,

ingd that the heade;: row on the Inventory was inadvertently counted
asan ;Ltﬁm.m the 12% ﬁgme

(3) NARA idenfified one enail that met the statutory definition of a Federal record: The subject
related to.kudos the former Sseretary passed along for Department staff, While the content of

PEATITOMAL ARCHIVEY sud
RFCORDS ADRROSISTRATION
Betl ADTLPHE B
CiLLEG BOMD 2078600
W, .E'ff,!i;%’f’.f(g&’f
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th{: mes _gge was, trmtoxy in. namre it ceuki not be considered persondl, and wagreturned fo

T hope this clarifies otr understanding of the voiume of personal emails ofthe forfner Secietary
currently inthe Departinent™s possession. We were happy to assist you in this review and ook
forwasd to working with you on the many related issues.to come.

Sincerely,

'F‘KULM ’f?fEﬁTER dR.

for ﬂ;le U.s. {}D‘,@fmment

oo Ambaésaéiéf P‘e‘itfi’ck F. "K@médy
Seilor Avamy .fﬁczal fer Kecord& [anagement
U.8. Department of State
‘Washington, DC 20520
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JUL § 2 113

Margaret P. Grafeld

Deputy Assistant Secretary for Global Information Services
Bureau of Administration

U.S. Department of State

SA-2, Suite 8000

515 22nd Street, NW

Washingion, DC 20522-0208

Dear Ms. Grafeld:

I am in receipt of your letter of April 2, 2015, responding to the National Archives and Records

Administration’s (NARA) formal reguest of March 3, 2013, that you provide us with the report

required in 36 CFR 1230.14 concemning the potential alienation of Federal email records created
and received by former Secretary of State Hillary R, Clinton.

I appreciate the details you have provided to date; however, recognizing that the situation
continues 1o be fluid, there are currently two major questions or concerns that the Department
needs to address.

First, in your response vou: described and forwarded key policy directives issued by the
Department in 2014, on records management in general, including specific guidance related to
the management of email and other electronic records of senior agency officials. Related to these
policies, I am requesting additional information on how the Department implemented these
directives with senior officials. More specifically, we would like to understand the specific
training, procedures, and other controls the Department employed to ensure the kev directives
were implemented. This wil]l allow NARA to evaluate whether there are appropriate sateguards
in place to prevent the alienation of records from occurring in the future.

Second, as we have discussed, [ would like to reiterate our request that the Department contact
the representatives of former Secretary Clinton to secure the native electronic versions with
associated metadata of the approximatety 55,000 hard copy pages of emails provided to the
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Department. If the Department is unable to obtain the electronic versions of these messages from
Secretary Clinton, | am requesting that the Department inquire with the intérnet service or email
provider of former Secretary Ciinton, and also of former Secretary Powell, with regard to
whether it s still possible to retrieve the email records that may still be present on their servers.
As stated in the OMB/NARA M-12-18 Managing Government Records Directive, Federal
agencies are required by the end of 2016 to maintain all electronic records, including email, in
their native electronic format to facilitate active yse and future access.

1 am aware that there are multiple ongoing inquiries into the details of this case, including by
Congressional oversight committees and the Department’s Inspector General, which may already
be addressing the requests that I have made. 1 would therefore appreciate continuing updates on
the current status of these activities to the extent possibie, particularly where the investigations
may reveal that the collection Secretary Clinton provided to the Depariment is incomplete. 1 also
look forward to receiving copies of the final reports of all such investigations, as well as the
Department’s plans for corrective action. This documentation will assist us in understanding this
situation and the Department plans to ensure a comparable situation will not happen in the future.

In closing, T would like to convey my appreciation for the Department’s efforts in following up
with the representatives of the former Secretary on the many concerns that have surfaced in the
past several months. We share many of the Department’s concerns and stand ready to provide
advice when needed on the records management issues that arise.

I ook forward to receiving your response and appreciate your continued attention to this matter.
Sincerely,

PAUL M. WESTER, JR.
Chief Records Officer
for the U.S. Government

g -

cet Ambassador Patrick F. Kennedy
Under Secretary for Management
Senior Agency Official for Records Management
U.S. Department of State
Washington, DC 20520
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